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1) From the start menu go to run and e in dcomenfg.

- Type the name of a program, Folder, document, or
E Internet resource, and Windows will open it Far you,
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2) Component Services Dialog.
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3) Under “Component Services” -> “Computers” ->Right Click on "My Computer.
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5) Make sure that both the Access and Launch Permissions have “Everyone”, “Interactive”,
“Network” and “System” set to Allow.

Launch Permission
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Access Permission
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6) Back on the My Computer Properties Dialog. Click on the Default Properties Tab.
Ensure that the settings on your machine match those in the screenshot below.

My Computer Properties
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7) Click OK. You should now be looking at the Component Services Panel.



8) Underneath My Computer in the component services panel, there is a DCOM Config
Folder. Inside this folder are all of the DCOM Applications installed on the local
machine. We need to ensure that all of our OPC Servers are using the appropriate
permissions.

NOTE: Due to a limitation in the Windows XP DCOM Configuration tool, not all OPC Servers
may be listed as their Application name, but instead as their Class ID number. If your OPC
Server is being listed by its Class ID please contact our support line for additional help.
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9) Find your OPC Server(s) in the list. Right-Click on the OPC Server and select Properties.
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10) Please ensure that your Authentication Level is set to ‘Connect’.

Matrikon OPC Server for Simulation and Testing Prop... |E|r5__(|
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General properties of this DCOM application
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11) If you have successfully set up the Defaults for your system, you can decide if you want
this server to utilize the default settings, or custom settings.

12) If you choose default please skip the following steps for Launching and Access
Permissions.

13) Now that customize has been selected, please edit the default launch and access
permissions to contain the following users, “Everyone”, “Network”, “Interactive”,
“System”.

14) Make sure that all of these users are set to Allow.
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Launch Permission
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15) Under the Identity Tab, please ensure that your OPC Server is running as The
Interactive User.
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16) If your Server is running as a service you will not be able to select The Interactive
User, it will be under The System Account.

17) Please repeat steps 8 -> 16 for all OPC Servers installed on the machine.

18) Please note that these steps may need to be done on remote machines as well, please
repeat all steps as necessary.

If you are using SP 2 and are using workgroups instead of a domain
the following steps may be needed in order to establish
communication.

19) Open the Administrative Tools Control panel.
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20) Open up the local security policy of this computer.
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21) In the left hand pane expand the Security policies.
22) Expand the Local policies, and select the Security options.
23) Find the two options that begin with "DCOM:". Double click on this option to enter the

configuration.




& Local Security Settings

File  Action Wiew Help
@
I@ Security Settings Palicy | Security Setking i~
+1-(8 Account Policies [R¥] sccaunts: Administratar account status Enabled
= ([ Local Policies Accounts: Guest account status Disabled
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* % User Blghts .\.155|gnmen Accounts: Rename administrator account Administrator
securlty Qetlons Accounts: Rename guest account auest
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< S Devices: Restrict CD-ROM access to locally logged-on user only Disabled s

24) Set the following options in your configuration.

Access Permission

Security Lirmits |

Group or uzer names:

€7 NETWORK
€7 SERVICE =
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< | =
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25) Set the other DCOM configuration that was located in step 23 to the same settings as

above.

26) In your Local Security Settings find the option for “Network Access: Sharing and

security model for local accounts.”



& Local Security Settings

File  Action Wiew Help
@
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+- (& Account Policies Network access: Allow anonymous SIDYMame translation Disabled
= ([ Local Policies Network access: Do not allow anonymous enumeration of SAM accounts Enabled
(8 Audt ED"CY . Network access: Do not allow anonymous enumeration of SAM accounts and shares  Disabled
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Network security: LAM Manager authentication level Send LM & NTLM re... D
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27)  Set this option to use Classic mode.
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28) In your Local Security Settings find the option for “Network Access: Let everyone
permissions apply to anonymous users.”



& Local Security Settings
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29) Enable this option.

Lacal 5 ecurity S etting |

.8 Metwaork access Let Evergone permizzions apply to anonymous

=y
gl users

] l [ Cancel

Your DCOM is now setup to accept all incoming connections.

NOTE: DCOM has limitations for connectivity when operating on
separate domains/workgroups. These steps may work but,
depending on individual networks, additional settings and
components may be required. Please contact OPC Support for
additional information.
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