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Windows 2000 DCOM Configuration
For OPC

NOTE: These directions will open up DCOM to a/f users.

NOTE: These steps are used to make sure that communication can be established. After
these steps have been followed to establish communication, DCOM permissions can be

tightened to allow only the necessary users.

1) From the start menu go to run and type in dcomcnfg.

Run 2| x|

Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it for wou,

Cpen: =

(] 4 I Zancel | Browse. .. |

2) Distributed COM Configuration Properties Dialog.



Distributed COM Configuration Properties 7] x|

Applications | Default Properties | Default Secunty | Default F'rl:utl:nccnlsl

Applications:

{0D4528BERS-D990-1103-A928 001 05ADS3FAC)
{0081 DFEC-5510-4a2b-9B57-FC330 21 366F0}
{1BE1F766-5526-1101-B 726-00C04FB 9264F}
{ENED324-2235-101 B-9E BE-00AAND3E. A0}
ADM Docurment

Adobe Acrobat Document

Automatic Updates

B ackground Inteligent Transfer Service

Bazic Contral Language Document

CimE dit

Cirm g

ClientObji=0bject

COM+ Evwent System

ComE vents. ComSemviceE vents

'CUIE«temal Clazs

CustReqg Class

Defrag FAT engine

Defrag MTFS engine j

Broperties... |

k. I Cancel Smply

3) Under the Default Properties Tab: Make sure that DCOM is enabled, the authentication
level is Connect and the Impersonation level is Identify.



Distributed COM Configuration Properties

2 x

Applications  Default Properties | Default Secunty | Default F'rl:utl:nccnlsl

I ;gnal:-le Digtributed COM on this computes

[ Enable COM Intermet Services on this computer

Default Authentization Level:

— Default Digtributed COM communication properties

The Authentication Level zpecifies zecurnity at the packet level.

Connect

operations uzing the client's identity.

Default Imperzonation Lewel;

The Imperzonation Level specifies whether applications can
determine whao iz calling them, and whether the application can do

=~

{Identity

[T Erovide additional security far reference tracking

-

o |

Cancel Smply




4) Select the server from the list under the Applications Tab.
(Do this for ALL OPC Servers)
5) Click on “Properties”.

Distributed COM Configuration Properties 7] x|

Applications | Drefault F'n:upertiesl Default Securty | Default F'rl:utl:nccnlsl

Applications:

[ntellution iFl= Work S pace Application ﬂ
Internet Explorerer 1.0]

Java Clazz com.mz.vid.gnd. Grid

Juztn-Time Debugging Handler and CLE Femote Host

lngagent

Logical Dizk Manager Adminiztrative Service J

Logical Digk Manager Remote Client

LuComServer

tachine Debug M anager

tatrik.on O ata M anager

batrikon OPC Server for Modbus Dewvi

Matrikon OFC Server for SCADA Modbus

M atrikan OPC Server for Simulation and Testing

tatrik.ion OPC Server for the Matrikon OPC Data M anager
Matnikan OPC Tunneler

tedia Player

tediaCatalogDB OLE DB Provider

MezzengerStatsClient

Microzoft Access Application j

Broperties... |

k. I Cancel Smply




6) You can have your Authentication level to Default, or Connect.
Matrikon OPC Server for Modbus Devices Prope d A

General |L|:u:ati|:|n| Seu:urit_ul Identit_l,ll Endpu:uintsl

— aeneral properties of thiz DCOM application

Application name: b atrik.on OPC Server for Modbus Devices

Application type; lozal zerver

Authentication Lewvel:

Local path: C:APROGRA™T4 atrikonhOPChiModbuzWOPChe

] I Carnicel Smply




7) Under the “Security” tab, select “use custom access permissions” and “use custom
launch permissions”.

Matrikon OPC Server for Modbus Devices Prop 7] x|

Generall Location  Security I Identityl Endpuintsl

£~ Use default access permissions

— % Use custom access permissions
You may edit who can access this application.
Edit...
£~ Use default launch permissions
— % ilze cuztom launch permizsions
You may edit who can launch this application.
Edit...

£~ Use default configuration permissions

— % Use custom configuration permissions

ou may edit who can change the configuration infarmation for thiz
application.

Edt. |

k. I Cancel | Smply |

8) Edit both the launch permissions and the access permissions to include “everyone”,

”

“interactive”, “system” and “network”.

Registry Yalue Permissions El

Registy VYalue:  AccessPermizzion

Owner: mean. plester [Fyan Plester]

Mame:

_l@ Everyone Allow Access
ﬁ INTERACTWE Allow Aocezs
& NETWORK Allow Access

Ao

Type of Access: I.&Ilnw Access j

oK Cancel | add. |




Registry ¥Yalue Permissions

Registy Yalue:  LaunchPermission
Dwner: Account Unknown

Hame:

_l@ Ewveryone
£ INTERALCTIVE
€ NETWORK

Allow Launch
Allow Launch
Allow Launch
Allow Launch

9) Under the identity tab select “the interactive user”.

Matrikon OPC Server for Modbus Devices Prope

Generall Ll:u:aticunl Security  Identity | Endpuintsl

Wwhich user account do you want to uze to run this application’?

" The launching user

" This usen

[ zgr:

Eazaword;

[Eatfirm Password:

{1 The System Account [zemvices anly)

Brawsze,.. |

2 x

Cancel

Apply




10) Please repeat steps 4 through 9 for each OPC Server installed.

11) Under the “Default Security” tab select both the Default Access Permissions and the
Default Launch Permissions to contain: “EVERYONE”, “SYSTEM”, “INTERACTIVE",
“"NETWORK".

Distributed COM Configuration Properties d A

.-'-‘-.ppliu:atiu:unsl Default Properties  Default Security | Default F'n:utu:n:u:ulsl

— Default Accezs Permizsions

“'ou may edit who iz allowed to access applications that do not
provide their own zettings

— Default Launch Permizsions

“'ou may edit who iz allowed ta launch applications that do not
provide their own zettings.

Edit Default...

— Default Configuration Permizzions

“'ou may edit the list of uzerz that are allowed to modify OLE claz=s
configuration information.  Thiz includes instaling new OLE zervers
and adjusting the configuration of existing OLE zervers.

Edit Default . |

] | Carnicel | Smply |

Registry Yalue Permissions El

Registy Value:  DefaulkdcceszPermizsion

Owner: jordan. hicks [Jordan Hicks]

Mame:

@ Evervone

Allow Ao

fim IMTERACTWVE Allow Aocess

jardan.hicks [Jordan Hicks] Allow Aocezs

2~ NETWORE, Allow Aocezs

& SYSTEM Allow Aocess
Type of Access: I.&Ilnw Access j

Cancel | Add... | Bemwel Help |




Registry Yalue Permissions 5[

Registy Yalue:  DefaultlaunchPermizsion

Dwner: Account Unknown

Hame:
& Everyone Allow Launch
i INTERACTIVE Allaws Launch
€ NETWORK Allow Launch
& 5YSTEM Allow Launch
Type of dccess: I.-“-‘-.Ill:uw Launch j

Cancel | Add.. | Eemwel Help |

12) Now that this has been completed for both the Default Security Permissions, and the
Custom Security Permissions for each OPC Server we can close down DCOMCNFG.exe.

13) Please shut down and restart all OPC Servers that are to be used. That means both
those running as an application, and those running as a service.

14) To restart one running as a service please go: Start -> Run -> “Services.msc”

Run 2| x|

Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it for wou,

Qpen: S e YICES, MSC j

(] 4 I Zancel | Browse. .. |




5 Services - 10|

x|

| petion  wiew |J4--> |||§|J b om Il om

Tree I Mame / I Description I Skatus I Startup Type I Log On As |:|
% Services (Local) %HID Input Service Started Automatic LocalSystem
%Indexing Service Manual LocalSystem
%Infrared fMonitor Supports in,,,  Started Automatic LocalSystem
%Intellution Licensing Service Started Automatic LocalSystem

%Internet Connection Sharing Provides n... Manual LocalSystem
%IPSEC Palicy Agent Manages I...  Started Automatic LocalSystem
%Lngical Disk Manager Logical Disk...  Started Autornatic LocalSystem
%Lngical Disk Manager Administrat... Administrat. .. Manual Localswstem
%Machine Debug Manager Supports la,..  Started Aukaormatic LocalSwskem
%Matrikﬂn OPC Redundancy Brak... Aukaormatic LocalSwskem

rilon O = Starked Aukomatic LocalSwstem
essenger Sends and ... Disabled LocalSwstem
%Net Logon Suppotts p...  Started Aukornatic LocalSwstem
%Netl‘ﬂeeting Remate Desktop Sh...  Allows aut, .. Manual LocalSwstem
%Netwnrk Connections Manages o... Started Manual LocalSwstem
%Netwnrk DDE Provides n...  Started Aukamatic LocalSystem
%Netwnrk DDE DSDM Manages 5..,  Started Aukomatic LocalSystem
%NT 1 M Sty Sonnnret Provvider Priowvides s. .. Manrial | nralSwskem

15) Please right click on the Server, and go “Stop”.
16) Please right click again and go “Start”, your service is now restarted and any changes to
the DCOM have been updated.

Your DCOM is now setup to accept all incoming connections.

NOTE: DCOM has limitations for connectivity when operating on
separate domains/workgroups. These steps may work but,
depending on individual networks, additional settings and
components may be required. Please contact OPC Support for
additional information.

Phone: (780) 945-4011
E-Mail: OPC.Support@Matrikon.com




